AKAAEMMWS EE30MN

«ObecneyeHne 6e30MNaCHOCTU U
aHTUTEepPpPOPUCTUYECKOUN 3aLLULLEHHOCTH
00BbEKTOB OOpasoBaHUA U HAYKN»
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CA HK'I' I'IETFPEVPI'CKAH

Y4yebHble BOMpPOCHI:

CTpyKTypa 1 COCTaB CUCTEM KOHTPOIIS 1 YNpaBleHUs]
OOCTYMNOM.

TpeboBaHuga NocTtaHoBneHus lNpaButensctea PO
Ne1235 o1 07.11.2017 r. «O6 yTBEPXKOAEHUN
TpeboBaHUN K aHTUTEPPOPUCTUHECKON 3aLLULLEHHOCTH
00bekToB (Tepputopunn) MmHmnctepcTea obpasoBaHUS
n Haykm P®...»

TunoBble TEXHNYECKNE PELLEHUSA CUCTEMbI KOHTPOSIA U
ynpasneHusa goctyrnom oobektoB MnHobpasoBaHus n
HayK1 pasnun4HbIX KaTEropuimn onacHoOCTU B
COOTBETCTBMU C TpeboBaHuAMU [NocTaHOBNEHUS
[MpaButensctea P® Ne1235 ot 07.11.2017 r.



AKAAEMMWS EE30MN

CTpyKTypa un cocTaB
COBPEMEHHbIX CUCTEM
KOHTPONSA N ynpaBleHus
OOCTYMNOM.
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OrpanuueHue gocrtyna
COTPYAHWUKOB M noceTutrenen
B OXpaHAeMble NnoMelleHnA

Buigaya onoBelieHUA o B3nome
nperpaxaalouein KOHCTPYKLUM

KoHTpons «aBOHHOro» npoxoaa

nepcoHana v noceTurenen

Yyer pabGouero BpemeHM Kaxgoro
COTpYAHMKA

CucTtema KOHTPONA M
ynpaBneHus AoCTynom

PasrpannueHue
nonbL30BaHMA l'IlId)-'I'OH

«*
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BNeHune NOCT)

10N

KouTpons BLe3fia U Bhleafa
aBTOTpaHCnopTa

Beipaua nHcpopmaummn o noneiTKax
HecaHKLMOHHMPOBAHHOIO
NPOHUKHOBEHUA

KoHTpons nepemelieHnin COTPYAHUKOB
M noceturenemn no obvekry

YnpasneHne ABepPbMH NpH
Ype3BbiYaHHbIX CUTYaUMUAX

Ynpasnenune
noToKaMu noceTurenemn
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CAHKT-TIETEPEYPICKAS
AKAIEMMA EE30NACHOCTI

OcHOBHass HOpMaTUBHO-NpaBoBasaA Oa3a

PepepanbHbin 3akoH «O npoTuBogencTBun Teppopusmy» ot 06.03.2006 Ne
35-P3;

NoctaHoBneHue MNpaButenoctBa P® Ne 1235 ot 7 HosA6pAa 2017 r. «<O6
yTBEpPXAEeHUN TpeboBaHUM K aHTUTEPPOPUCTUYECKON 3aLUULEHHOCTU
o06beKkToB (Tepputopnin) MuHuctepcTBa obpaszoBaHuA U Hayku PD...».
NoctaHoBneHue [IpaButenbctBa P® Ne272 ot 25 maprta 2015 r. «O06
yTBEepPXAEeHNUN TpeboBaHUU K aHTUTEPPOPMUCTUYECKOU 3alULLEeHHOCTU MecCT
MacCcoBOro npeodbiBaHUA floAen U OOHLEKTOB (TEPPUTOPUMN).....».

FOCT P 51241-2008 CpeactBa M CUCTEeMbl KOHTPONSi U ynpaBrieHUs
poctynomMm. Knaccucdpukaumsa. O6wme TexHuyeckue TtpedboBaHusa. Metoabl
MUCNbITaHUN.
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CAHKT-TETEPEYPICKAS
AKAAEMWA BE30MNACHOCTH

BaxTep
Py4yHasa cuctema nponycka. Cucrema py4yHoro y4yeta (tabenb, XXypHan v T.n.)

domodhoH
ABTOMaTU3MpoOBaHHasA cucTtemMma nponycka Cucrtema py4yHoro yyeTa (Tabenb, XypHan u T.n.)

ABTOMaTn4yeckasi cuctema nponycka lNonyaBromaTnyeckaa cucrtema yyeta (3NeKTPOHHbIN
XypHarn, afieKTpoHHasA obpaboTka, aBTOMaTU3MPOBaHHbLIN NEPEHOC AaHHbIX B Oyxrantepckue
CUCTeMbl U T.Nn.) \aBTOMaTu4yeckoe B3ammoaencTeme ¢ ApyruMmu nogcmctemamm 6e3onacHocTm

Cucrembl ynpaBerieHus npeanpuatTmem

ABTOMaTM4YecKasa cuctema nponycka NonyaBTromaTn4yeckas cuctemMa y4yeta (311€KTPOHHbIN XXypHan,
3NeKTpoHHass o6paboTka, aBTOMaTUY€CKUMN NepeHoC AaHHbIX B Oyxrantepckune cuctembl)
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SARC IR ey O6wasn ctpyktypa CKYO:
a) noacnctemMa BBoaa I/I,EI,eHTVICbI/IKaLI,I/IOHHbIX NMPN3HAKOB,
6) nogcuctema ynpaBrieHUs TOMKOM 4OCTYNa;

[Mogcuctema ynpaBneHnsa TOMKOM JocTyna

ABTOMaTU3MpOBaHHOEe paboyee

Krninenr MecTo onepartopa CKY[l
YcTponcrteo i}
ynpasneHus YcTpOMNCTBO py4YHOro
(KkoHTpoOnnep) : ynpaBneHusi
aocTtyna
YHuKanbHbIN
kopm UI
«Mponyck CocTosiHue Touku Ynpasnsawowumn curHan
- 3anpeT» AocTyna «OTKp» - «3akp»

Toyka gocTtyna
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CAHKT-TIETEPEYPICKAS
AKAIEMMA EE30NACHOCTI

Knaccudmkauma CKY[

1. Mo cnocoby ynpaBneHwus.

2. o Konn4ecTBY KOHTPONMMPYEMbIX TOUYEK AO0CTyna.

3. Mo hyHKUNOHANbHbLIM XapaKTepucTuKam.

4. Mo Bnay o6 eKToB KOHTPOTA.

5. Mo ypoBHI0 3awmweHHocTU cuctembl ot HC[L K nHdopmauum.

dBTOHOMHGIE

LeHTpanu3oBaHHble (ceTeBble

YHUBepcalbHbIe

- Mariom eMmkocTtu (MeHee 16 Touek);
- cpeaHen eMKocTU (He meHee 16 n He 6onee 64 Toyek);
- bonbLion emkocTu (64 Toukm u 6onee).
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CAHKT-TMIETEPBYPICKAS

AKANEMUS EE3ONACHOCTH Knaccu(pm Kauus CKyn

3. Mo hpyHKUMOHANBbHbLIM XapaKTepUCTUKaM.

- ANA KOHTpons Aoctyna ou3nyeckux o6 LeKToB;
- ANA KOHTPOns AocTyna K uHdopmaumm.

Knaccudmkaumro cuctem KY[] no 3awjmeHHOCTN OT HECaHKLIMOHMPOBAHHOIo AocTyna K
nHdopmaumn npoeogAaT no tabnuue A.1 npunoxeHus A [5].

Knaccudukauuro cpeacts KY[l no ycton4umBoCTU OT HECAaHKLMOHUPOBAHHOIO A0CTyNa K
MHcopmaumm npoBoaAT no Tabnuue 6.1 npunoxeHus b [5].
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CAHKT-TIETEPEYPICKAS
AKAQEMWA BE3ONACHOCTH

[Tpumep ceteson IP-CKY[

MoGuNEHLIE KITMeHTEL
HnnenT CKY Gate-1P CHYTL

| Gate-1PS00 )
T )

BacnpoBoaHan CeTh

\ Gate-IPS00 J
{ N b

\ Gate-IPS00 )

e CrocTemMma GacnpoBoHkIiX 3amMKoB )

WEB knuenTt CHYO

KOHTpOnnep

Cucrtema
rpynnoeoro
anTunaccGaka

~

—
BHeWHWE NpUNcHKeHMA
ACYT, 1C v T.AO.

OTEKPBITEIS MNPOTOKOMNB!
MHTErpaumnm:
SOAP, JSOMN

Tpynna ™N

/I__pynna 1

- knneHnT CKYO Gate-I1P

- MOBUMNbHbLIA KNMeHT

- WEB wnuenTt CKYO

- BHELUHME MNpUunoXxeHns

- BecnpoBoAHbIE 3aMKK

- rpynnoBor aHTUnaccosk

-DHCP, DNS

- aBTokoHbUrypaumns agpeca
cepeepa CKY/[O anAa KkoHnTponnepoes

Gate-1P 100 PoE

-Prox-Cate|
Mifare
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CAHKT-TIETEPEYPICKAR
AKAAEMMWS EE30MNACHOCTUH

«TpeboBaHua MocTtaHoeneHus paButenscrtea PO

Ne1235 o1 07.11.2017 r. «Ob yTBEpPXAEHNN TPEDOBAHUN
K aHTUTEPPOPUCTNYECKON 3aLLULLEHHOCTN OOBHLEKTOB

(Tepputopun) MmuHmnctepcTea obpasoBaHNA U HAYKK
PD...»
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CAHKT-TIETEPEYPICKAS
AKAIEMMA EE30NACHOCTI

OcHoBHbIe TpeboBaHuda (N.17 — 19)
NMoctaHoBneHue lNMpaButenbcTBa P® Ne 1235 ot 7 HOA0psa 2017 .

n.17 AHTUTeppopUCTUYECKaA 3aLUULLEHHOCTb OOHLEKTOB (TeppPUTOPUN) HE3ABUCUMO OT UX
KaTeropum onacHocTM obecneuymBaeTcsi NyTeM OCYyLLECTBIIEHUA KOMMJIeKca Mep,
HanpaBneHHbIX:

a) Ha BocnpenATCTBOBaHME HeNpaBOMepPHOMY MPOHUKHOBEHUIO Ha 06 BLEKTLI (TeppUTopuUn);

.18 BocnpensaTtctBOBaHWe HenpaBOMEpPHOMY NPOHUKHOBEHUIO HA OO BLEKTbI (TeppuUTOopUn)
[OCTUraeTcs nocpeacTBOM:

a) pa3paboTKku n peanmMsaunm KOMMNIeKca Mep no BbISABNEHUIO, NpeaynpexXaeHuto n
YCTPaHEHUI0 NPUYNH HENPaABOMEpPHOro NPOHUKHOBEHUS Ha 06 BLEKTLI (TeppuTopum),
nokKanusaumm u HemMTpanusauum NocneacTBUMN UX NPOABIIEHUS;

6) opraHmMsauum n o6ecneyeHns NPONyCKHOro U BHYTPMOOHLEKTOBOro PeXXUMOB, KOHTPOSA UX
(hpyHKLUMOHMPOBaHUSA;

M.19. BoisBneHue noTeHUManbHbIX HapyLUUTesien YCTaHOBJIEHHbIX HA OObeKTax
(TeppuTtOpUAX) peXNMOB U (UNN) NPU3HAKOB NOArOTOBKU U COBEpPLUEHUSA
TEPPOPUCTUYECKOrO aKTa obecneymBaeTcs nNyTem:

a) HEYKOCHUTENbHOro cobsaAeHUA Ha 06 beKTax (TeppPUTOPUAX) NPOMYCKHOro n
BHYTPUOOBHLEKTOBOIrO PEeXXUMOB;
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CAHKT-TIETEPEYPICKAS
AKAIEMMA EE30NACHOCTI

OcHoOBHbIe TpeboBaHuda (n.20 — 22)
NMoctaHoBneHue NMpaButenbcTBa P® Ne 1235 ot 7 HOsA0pA 2017 T.

.20. NpeceyeHne NONbITOK COBEPLUEHUSI TEPPOPUCTUYECKMX aKTOB Ha OO BbeKTax
(TeppuTOpUAaX) AOCTUraeTcA NOCPEACTBOM:

a) opraHmM3saumm u obecrnevyeHuUsi NPONYCKHOrO U BHYTPUOOGBHLEKTOBOIo peXXMMOB Ha 06 beKTax
(TeppuTtopuUsnx);

0) cBOEBpEeMEHHOro BbISIBNIeHUA (PaKTOB HapyLUeHUs1 MPOMNYCKHOro pexuma, nonbITOK BHOCA
(BBO3a) M npoHOCca (NpoBoO3a) 3anpeLeHHbIX NpeaMeToB (B3pbIiBYaTbIX, OTPABNAIOLMNX
BeLLeCcTB, OpYyXusi, 6oenpunacoB, HAPKOTUYECKUX U APYIrMX ONACHbIX NpeaAMEeTOB U BelLecTB)
Ha 00bEKTbI (TeppuTopUN);

B) opraHu3auum CaHKLLMOHUPOBAHHOroO AioNyCcKa Ha 06beKTbl (TEpPPUTOPMU) NOCETUTENEN U
aBTOTPAHCMNOPTHbIX CPEACTB;

r) nopaepXXaHus B UCPaBHOM COCTOSIHUM UHXEHEPHO-TEXHUYECKUX CPeACTB U CUCTEM
oxpaHbl, o6ecneyeHns 6ecnepeboMHON N YCTONYUBOWN CBSI3U Ha OObeKTax (TeppUTopusx);

A) NCKIoYeHUs hakToB 6€CKOHTPONbLHOro NpebbiBaHUA Ha OOBbLEKTaxX (TeppuTopuUsix)
NOCTOPOHHUX NINL, U HAXOXXAEHUA TPAHCNOPTHLIX CPeACTB Ha OObeKTax (TeppUTopUAX) UNU B
HenocpeACTBEHHOMU GNIN30CTU OT HUX

MN.22. B uensax obecnevyeHnss aHTUTEPPOPUCTUYHECKOW 3aLLMLLEHHOCTN OOHLEKTOB (TEPPUTOPUN)
He3aBUCUMO OT NPUCBOEHHOW UM KaTeropmm ornacHoOCTU OCYLLEeCTBIAIOTCA cneayoLme
MepOonpUATUA:

B) o6ecneyeHne NPONyCKHOro 1 BHYTPMOOBHLEKTOBOIrO PEXXMMOB U OCYLLECTBIIEHMEe KOHTPOJA 3a
nx hyHKLMOHUPOBaAHUEM;
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CAHKT-TIETEPEYPICKAS
AKAQEMWA BE3ONACHOCTH

OcHOBHbIe TpeboBaHua (nN.n.23 — 211)
NMoctaHoBneHue lNMpaButenbctBa P® Ne 1235 ot 7 HOA0psa 2017 .

MN.23. B oTHOWEHUU OOHLEKTOB (TeppuUTOpmUin) BTOPOM KaTeropmm onacHOCTU JONONMHUTENbHO K
MepPONnpPUATUAM, NPeayCMOTPEHHbIM HaCTOALWMX TPe6oBaHNN, OCYLLUECTBNAIOTCA
cneayrowme MeponpuUaTUA:

0) obOopynoBaHue OOLEKTOB (TEpPpPUTOPUN) WHXEHEPHO-TEXHUYECKUMM cpeacTBaMun U
cuctemMamMm oxpaHbl (CUCTEMOW BUAEOHAONIOAEHUS, KOHTPONS WU yrnpaBneHUst JOCTYNnom,
OXpaHHOW CUrHanusauuvemn);

M.24. B oTHOLWEHUN OO6HLEKTOB (TEPPUTOPUN) NEePBON KaTeropmMm onacHOCTU AOMONMHUTESNbHO K
MepPOonpUATUAM, NPeayCMOTPEHHbIM M HacTosWwMX TpeboBaHUW,
OCYLLEeCTBIIAIOTCA crefylolme MeponpuaTus:

a) obecne4yeHue ocoboro nopsiaka 4ocTyna Ha 06 bLEKT (TeppuUTopuUIo);

r) obopyaoBaHMe KOHTPOSNbHO-NPONYCKHbIX MYHKTOB U BbEe3[40B Ha OOHLEKT (Tepputopuio)
TeneBU3NOHHbLIMU CUCTEMaMU BuaeoHabnoaeHus, obecneymBaoMMm KpyriocyTOYHYHO
BuaeoduKkcaLmio, c COOTBETCTBUEM 30H 0630pa BUAeOKamMep Lensam naeHtTucpukaumm mn (unm)
pasnuyeHun (pacno3HaBaHUA);

) OCHalweHue Bbe3a0B Ha OOLEKT (TeppuUTOpUID) BOpoTaMu, o6ecrnevynBaroLLiMMmN XXeCTKYHO
comkcaumnio X CTBOPOK B 3aKPbLITOM MOSIOXKEHWUU, a TaKXKe NpU He06Xo0AUMOCTU cpeacTBaMum
CHUXXEHUA CKOPOCTU U (Unn) NnpoTuBOoTapaHHbIMU YCTPOMUCTBaAMM.
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KLTunoBble TEXHNYECKME pelerHnAa cncrembl

KOHTPONSA N ynpaBneHns OOCTYNOM OOBLEKTOB

obpa3oBaHNA U HayKU pasfiMyHbIX KaTeropun

OMNacHOCTU B COOTBETCTBUN C TPEDOBAHNAMMU
[locTaHoBneHuqa [paButenbctBa P® Ne1235 ot

B R »
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CAHKT-TIETEPEYPICKAS
AKAMIEMWS BE30NACHOCTH

Mperpaxaarowime yCTpoucTBa

no BUAY NepekpbITUA NpoémMa B npoxoae:

C YaCcCMuYHbIM C MOJIHbIM ¢ 6710KupoeaHuem
rnepexkpbIimuem: rnepekpbimuem: obbekma e npoéme

- TPEeXLUTaHroBble - pa3gBUKHbIE SN
- NONYNpPogUnbHbLIE - pacnatuHble siosicr ale BplinEals
- NONHOMPOMUIbHBIE KabuHbI
- TYPHUKETbI-KanuTKK BopoTa
- CKOPOCTHbIE TYPHUKETbI R TETHE
- pacnatuHble
Kanutku - MOABEMHO-:

* NOBOPOTHbIE, refIbOTUHHbIE
* CEeKLIMOHHbIe
* PYSIOHHbIE (pONbLBOPOTA)

LLinar6aymbi

- aBToOMaTun4yeckme rnpmsoabil,

[NonHopocToBbLIE - 3NIeMeHTbl ANCTaHLUNOHHOIO
yrnpaBreHus;
TYRHUKCTS - aNeMeHTbl obecnevyeHuns
©e3onacHocCTN.

C PYYHbLIM yripasJsieHuem

— —> C roJlyagémomMamu4ecKuM yrnpaesieHuem
™~ C aemomMamuyecKuM yripaesieHuUem
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CAHKT-TIETEPEYPICKAS
AKAMIEMWS BE30NACHOCTH

UcnonHuTtenbHble YCTPOUCTBA

a) 3aMKM C 3NeKTPUYeCKUM yrnpaBrieHnem

CosieHOUOHbIe

Anekmpo3auwenku AnekmpomexaHu4Yeckue 3aMKu a/leKmpo3amKu

6) MNmapaBnnyeckne n aNneKTpomMexaHM4eckme nNpuBoabl



i CAB
CAE TP PrCKAS NneHTndhnKaTopbI
NpoeHTUdUKaTOPLI
3.1. , peannsoBaHHble B BUAe npeameta (TEXHUYECKOro

YCTPOMWCTBA), Ha KOTOPOE C MOMOLLbIO CReLnanbHOM TEXHOMNOMN 3aHeCceH NOEHTUMPUKaLMOHHbIN
npu3HaKk B BUae KoAoBoW MHopmMaumm, Hanpmmep, KNy K MEXaHUYECKUM 3aMKaM, MarHUTHbIE
KapTbl, Burang-kaptbl, Proximity-kapTbl, CMapT-KapTbl, 6pacneTtbl, METKM, ANEKTPOHHbIE Kntoym Touch
Memory, pagnobpenku u T. 4.;

3.2.
3.3.

20
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CAHKT-TIETEPEYPICKAS
AKAIEMMA EE30NACHOCTI

21

Oco6eHHOCTN paanMoYacTOTHOM uaeHTU(UKaumm.

Knaccugukauusi cucmem RFID

Ranenocrs (max)
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125wy 13,56 Mry 433 Mruy

==== ANTHEHAR
HASHTHDMHALHA
Norwcrdsa
(NaccHBHAR)

§ [l
= i g e e

860 Mry

o

Pabouan MacroTa

2:45 Mry,

AWANA3IOH PASMEP AHTEHHEI

MAKCHMANBHASR AANBHOCT

800-900 My | 20 20 cu 200-400 v

NPUMEYAHMKE

-125 kl'y

- 13,56 My
- 433 My
- 860 Ml'y
-2,451Ty

[pumeHsieMble U0eHMugbUKamophbl:
Kapmebi: HID,

Indala (Motorola),

EM Marin (EM),

Mifare®,
Pagnobpenkn,

n ap.

[nsi naccusHbIX cucmem 3aBUCUT
OT: AnanasoHa, MOLLIHOCTH, pa3mMepa
aHTEHHbI.

[lng akmueHbIx cucmem: + oT
MeToaa MoAynsaunmn, LMPUHBI
crnekTpa.
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CAHKT-NETEPEYPIrCKASR

AKAJIEMWSI BE3ONACHOCTH MneHTM ¢M KaTopr

Proximity-kaptbl (RFID). KoHcmpykuyusi, xapakmepucmuku.

Haunbonee pacnpoctpaHeHHble

ProxCard II"
< ProxCard:
(Radio Frequency
Identification Technology)
- (kog po 85 6ut = 137 mnpAa
BapuaHTOB MOeHTU®. KOOOB;
- BblCOKas U3HOCOCTOMKOCTb
(naccusHbIn ,6e3 UMM — BeveH)
- MEXaHn4yeckasi NPOYHOCTb,
YCTONYNBOCTb K n3rnbam, yaapam;
- He BoATCA Brarv 1 3arpsasHeHns. Cranpapt ucnonb3yer
: OTKPBITBIN KOZ, HET YaCTOTHY MOLYNALMIO NP
3aLLMUTbI OT KOMUPOBAHMS popmMUpOBaHIM curHana, a
cTaHgapTt - AM.
[poecpammupyromces rnpu u320moerieHuu,
HO ecmb MOOesIU C B03MOXKHOCMbHIO HoBuHKa: CuyutbiBaTenb

rnepesarucu Kooa. AHTUAYOAbL

BY none
cynTbiBaTens

BY curnan
Koga

22

[MaccuBHas
NPOKCUMUTU-KapTa

Hakonutenb
3Hepruu

Mukpo-
npoueccop

MopaynsaTtop

leHepaTop

ProxCard I1°




¢ CAB

CAHKT-NETEPEYPIrCKASR

AKAQEMWA BE3ONACHOCTH MneHTM m“ KaTopr

RFID MeTtkn (UHF-gnana3oH). Xapakmepucmuku, npuHyun pabomsi e CKY/]

XapaKkTeEPUCTUKN CUCTEMBI:

- JanbHOCTb OENCTBUA OO0 8 M ;
- 3almTa OT KOnMpoBaHMsa Koda
- UCMOJSIb30BaHUE aKTUBHbIX U
NaCCUBHbIX METOK;
—— - MEXaHN3M aHTUKOSMN3UN;
I i s i e R - pabouan 1acrora 868 Mru;
- pa3mMep aHTeHHbl 250x250 MmMm;
——— | Bec cunTtbiBatens (2 kaH)-320 rp;.

wiegand 26

2 aHTeHHbIX
B¥OAS

KTAUHF-MA-02
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CAHKT-NETEPEYPIrCKASR

AKAQEMWA BE3ONACHOCTH 3 - Mne HTM m“ KaTo p bl

3.1.RFID MeTtkm (SUHF-guana3oH). Xapakmepucmuku, npuHyun pabomsi 8 CKY[]

XapaKkTeEPUCTUKN CUCTEMBI:

- janbHOCTb aencteus 5-60 m ;

- 3alUuTa OT KONMMPOBAHUS;

- UICNONb30BaHME aKTUBHbIX METOK;
- MEXaHN3M aHTUKONIN3UMK;

- paboyas vactoTa 2,45 Iru;

- pasamep cunTbiBatend (2 kaH) —
CyuTBaTent 210x130x60 MM;

Ry > - CTOUMOCTb.
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CAHKT-NETEPEYPIrCKASR

AKAJIEMWSI BE3ONACHOCTH Mne HTM m“ KaTo p bl

CmapT-KkapTbl. KOHCMpyKyusi, xapakmepucmuku.

CMapT-KapThbl 3TO NNAacTUKOBbIE KapTbl, KOTOPbIE COAepXaT B cebe NMHTErparibHyr cxemy, o6ecnet-|V|Ba+ou.w|e
XpaHeHne n 06paboTKy 3anncaHHOW B HEN MHGOOPMaLU.
TexHosorusi cMapt (IEPEBOJ] — «BHYTPU») - 3TO MUKpOIpolieccopHasi TexHoorus (mpoueccop, O3V u I13Y).

KOHTaKTHBIE CMapT-KapTHl BeCKOHTaKTHEIE CMapT-KapTh
1) KOHTaKTHas obnacTtb 6 unu 8 ﬂalijoch
[EeNCTBUS:

KOHTaKTOB KBagpaTHOM Unum
oBanbHON (hopMblI;
2) umn (MMKponpoLueccop KapThbl);
3) nnacTukoBasi OCHOBa.

oT 2,500 11,5¢cm.

PagnoyacToTta
obmeHa
3aKkogupoBaHa

— BO3MO)XHOCTb TIEPETIPOTPAMMHUPOBAHUS, XPAHEHHE 3HAYUTEIHLHOTO KOJI-Ba MH(D-1INH;
— BBICOKAsl CTETNIEHb CEKPETHOCTH (IIU(PPOBaHNE U HECKOJIIBKO YPOBHEN MApPOJIbHOM 3aLIUTHI);
— JIOJITOBEYHOCTH AKCILTyaTanuu (3a cet orcyrctBus UII)

Xpanenue nH(poOpMaLUU B KapTe O JOCTYIE, BpEMEHH padoThI, IUIaTexax, Y/TUYHOCTH 0OecreunBaeTcsl 3a cueT 16 oTaenbHbIX obaacTeit
MaMSTH, KaXJasi U3 KOTOPhIX UMEeT MHINBUAYaJIbHYIO 3aIIUTY, YTO TAPAaHTUPYET BBICOKUI YPOBEHb HAEKHOCTH.

Bricokuii ypoBeHb 0€30macHOCTH 00BEKTa, JOCTHraeTCs Oarogapsi IpUMEHEHHIO ABOMHON HIeHTH(PHUKAINH (KITF0Y KapThl U
CUMTBIBATEIS ), ITMHOM Kitoua (48 OUT) U CrIeMAIBHBIM aJITOPUTMOM.

— 3HAYUTEINIbHAsI CTOUMOCTb, OTHOCHUTEbHAS HEYCTOMYMBOCTh K MEXaHUYECKUM MOBPEKICHUSAM,
OTHOCHUTEJILHO HU3Kas mporyckHas cnocooHocts B CKV/I.
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CAHKT-NETEPEYPIrCKASR

AKAJIEMWSI BE3ONACHOCTH MneHTM ¢M KaTopr

CwmapT-KapTbl 6eckoHTakTHble (Mifire, iClass, IClass SE, iClass Seos).
KoHcmpykyus, xapakmepucmuku.

CmapT-KapTbl 06ecnevnBaoT NPUHLMNMANbEHO HOBLIN YPOBEHDb 3aLLMLLEHHOCTU 3a CYET
TOro, YTO OHM paboTaloT B AMArIOrOBOM PEXUME CO CHUTbIBATENEM, UCMOSNb3YS
MeXaHN3Mbl KpUMNTO3aLLMTLI B NpoLecce B3aMMHOro oomeHa nHdopmaLmen.

OaHa m3 15 2HeproHesaBuCUMbIX B cmapT-kapTe eCTb OTKPbITbIN KOO KapThbl,
AHECK Haieuy K:Sfbl O[HaKO B CUCTEME MOXET UCMOMb30BaThCS
OTKPbIT He OH, a cneuunarsbHbI Kof, KOTOPbIW

3anuncbiBaeTcs B OOHY U3
KpUNTO3aLMLLEHHbIX iYeek
9HeproHe3aBNCUMON NamMATN KapTbl. JocTyn
K 9TOW AiYelike BO3MOXEH, TOMNMbKO eCnun 3HaTb
[1Ba CEKPETHbIX Napons (knwo4a aoctyna K

kapTe). Kpome BnagenbLia CUCTEMbI 3TU

Naponu HUKTO He 3HAET, a He 3Has 3TUX ABYX
naponen, nogaenaTb crneumanbHbI Koa

KapTbl HEBO3MOXHO.

lMapons 1 MNaponb 2
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CAHKT-TIETEPEYPICKAS
AKAIEMMA EE30NACHOCTI

NoeHTudukatTopbl

kapTy, USB-TokeH, NFC-TenedoH n 1.4.

ICLASS™ Seos” Card

CwmapT-KapTbl 6eckoHTakTHble (Mifire, iClass, IClass SE, iClass Seos,
pivClass). KoHcmpykyusi, xapakmepucmuku.

ICLASS® SE — TexHonorusi noBbILLWEHHOM ©6e30MacHOCTN, KOHUAEHLMANBHOCTU U
KOMMNAaKTHOCTU, NoAAepKMBaeT CTaHAaPTU30BaHHbIA MPOMBbILLNEHHbIM NpoTokont Open
Supervised Device Protocol (OSDP) ans 6e3onacHoun, BYCTOPOHHEN KOMMYHUKaLUKU MEXAY
KapTon 1 cumTbiBaTenem.. CeasaHHble MAEHTUDUKALUNOHHbIE JaHHbLIE (HOMEP KapThl, OTNEeYaTokK
nanbLua Ha KapTe) HageXxHo 3aluuuieHbl nocpegcteom anroputma SlO. SIO 3awmndpoBaH
cTaHgapTHbIMK KpunTorpadpudeckumn anroptumamm (3DES, AES, RSA...), noanucaH undpoBou
NOoANUCLIO U 3aKpenneH Ha Hocuterne. SIO MoXeT ObITb NOMELLEH Ha pa3fNYHble HOCUTENMU -

BesonacHOCTb — TeXHOMOrmun WndpoBaHUs
He 3aBucaT oT RFID nnatdgopmbl. MHoro-
YpOBHEBas 3alimMTa CUCTEMbI YnpaBreHus
KnoYyamu.

OnepatnBHas COBMECTUMOCTb C
TexHonornen mobmnbHoro KOHTposis (NFC)
AJanTMBHOCTb — BO3MOXHOCTb BbICTPOro
OOHOBMEHUS.

CoBMeCTMMOCTb C Apyrumu paspaboTkamu
HID Global, Assa Abloy (MIFARE, DESFire,
EV1, iICLASS, HID Prox,Indala,EMEMarin)



CAHKT-TIETEPEYPICKAS
AKAQEMWA BE3ONACHOCTH

Haunmte now
Bluetooth-yer

UPRMINDOD0AE (1,04m)

UFKNNDDAOAR [1.04m)
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CAHKT-NIETEPEYPICKAS

AKAJIEMWSI BE3ONACHOCTH Mne H TM m M KaTo p bl

(BXY) Ha3sbiBaeTcH ero nsmepsiemas
dunsmyeckasn xapakrepuctmka unu nepcoHasibHas noBegeH4yeckas yepra.

OueHka ceoucme bXY

Xapau'repl—u:ﬂ—ma ‘le—mepcaanﬂch ‘:-"Hl—ucaanm:Tb I'Im:TﬂﬂHcTEm Cﬂﬁwpaemaﬂb
+++ +

+

JKCnepTHas oueHka cBoncTB bXY: +++ - BbiCOKasi OLEeHKa, ++ - cpegHas, + - HU3Kasl.


http://wiki.oszone.net/index.php/%D0%98%D0%B7%D0%BE%D0%B1%D1%80%D0%B0%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5:Biotabl1.gif

CAHKT-TIETEPEYPICKAS
AKAQEMWA BE3ONACHOCTH

igeHTuduKauma no otnedyaTtkam nasnbLeB

g\'eri inger/Megamatcher Fingerprint Recognition Algorithm Demo
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CAHKT-TIETEPEYPICKAS

AKAMIEMWS BE30NACHOCTH

igeHTudukKaLma no reomeTpum nuua

MeTon npoeunpoBaHuUsi
wabnoHa:

- Ha 0ObLEKT (ML) NpoeuunpyeTcd
ceTKa;

- Kamepa genaeTt CHUMKU CO
CKOPOCTbLIO OECATKN KaapoB B
CeKkyHAy,

- NOsTlydeHHble n306pakeHns
obpabaTbiBalOTCA cneunansHOn
nporpaMmmMon 1 BOCCTaHaBIMBAETCS
3D-mopenb nuua,

- NPON3BOANTCS aHanu3 MoAdenu,
Math & 5/W Math & S/W BblAENAKTCA aHTPOMNOMETPUYECKHNE
OCODEHHOCTU, KOTOPbIE B UTOTE U
3anncbiBalOTCA B YHUKanNbHbIW KOA,
3aHocswmncs B 6a3sy gaHHbIX.

Hardware

Faature Vector
Mmmm:ﬁnn Extracton

gorithms

Face Capturing
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CAHKT-TIETEPEYPICKAS

AKAMIEMWS BE30NACHOCTH

NoeHTndukaums no pagyxHom obonoyke rnas

Please look at
the blue light.

Cucmema KOHmMporsis
docmyna rnymem
udeHmMuukauuu

Jlu4HOCMU ¢
asmomamu4ecKum

E— 3axeamom pucyHka

padyxHoul 0b0os104KU erasa

EyeSwipe Nano-TS .

145-200cm(57-78 inch)

A human identitication technology
to measure unique pattern of iris,
which is the plainly visible, colored
ring that surrounds the pupil.

N
.
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CAHKT-TIETEPEYPICKAS

AKAMIEMWS BE30NACHOCTH

NpeHTndurkayms no BEHO3HOMY PUCYHKY NagoHu (nanbua)

Cucmema KoHmporis docmyna rnymem
udeHmubukayuu U4HOCMU MO YHUKabHbIM
buomempuyeckum ocobeHHOCMSAM CMpPOEHUS

MOOKOXHbIX 8€H r1adoHeU Yerioeeka.

B ocHose pabomsbl ycmpoticmea rpumeHsiemcsi
MexHOos102Us rnosly4eHusi usobpaxkeHusi nadoHu 8 K
cniekmpe. ObedHeHHas KucriopodoM Kpoeb umeem
6onbwol kKoaghpuyueHm rnoanoweHuUss UK uanyvyeHus
10 CpaBHEHUK ¢ ocmarsibHOU XXU80U MKaHbO 1a00HU.
[lony4eHHbIU pUCYHOK YHUKarIEH.

Konuyecmso nonb3osamerneu 1 000 000
Konuyecmso nadoHeu 300 000

Bpems udeHmugbukauyuu 0o 2 cek



CAHKT-TETEPEYPICKAS
AKAQEMWA BE3ONACHOCTH

CKY[ c ucnonb3oBaHnem MomMmeTpnieckon naeHtTnpmkaumm

T NANVIZ2

Intelligent . Security

Gate-485/Ethernet Bromer prieckan WgEH T MEELA
NoADETYNHOR LaHe

Gialn-wAN

Cepeap CK¥I )

Anviz WF30

MO Gate-Server-Terminal
MuTerpaumna:
" Anviz, ZKTeco N

Anviz-
FacePazs Pro

| Anviz M3
Anviz Iris 31000 | Mew

Gate-5000

Qcobbie nomMewe s | Tepmuua.n YPB Gate-8000
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CAHKT-TIETEPEYPICKAS

AKAMIEMWS BE30NACHOCTH

NMporpammHoe obecnevyeHune ana CKyl

Ymunumsbi

l

MonHogyHKUUuoHanbLHoe cemeegoe 10

l

Unmeepayusi ¢ cucmemamu 6e3onacHocmu ynpaesaeHusi

TRassi= B/ \VIH VIS
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CAHKT-TIETEPEYPICKAS

AKAQEMWA BE3ONACHOCTH

lMpo2pamMmHoOe obecnedyeHue ynpassieHUs1 moykou docmyna

* MOHHTOPHHT;

* hoTonCHTUDUKALINS;

* CIIGKEHUE 32 MIEPEMEIICHUEM;
* OTYETHI IO COOBITHSM;

* yyeT pabo4ero BpeMEeHH;
* WHTErpalus ¢ CUCTEMaMU; BUJICOHAOIIONEHNS,
OXPaHHOU U MOKapHOW CUTHAJIM3ALINH.

* BbIJIa4a U YIAJICHHUE IIPOILYCKOB; *paboTa ¢ HECKOJIbKUMH KOHTPOJIIIEpaMu;

* BBOJI HOMEpA KapT CO CUUTHIBATENS;  ® JOKYMEHTOOOOPOT;

* Be/ieHHE 0a3bl JaHHBIX MPOIYCKOB;  ® MHTErpalys ¢ CHCTEMaMU IUIAHUPOBAHUS U
* OTYETHI 10 IIPOIYCKaM; ydeTa peCcypcoB IPEANPUATHUS,

* [1€4aTh [IPOILYCKOB; *cmena PIN-kona.

* KOH(UTYPUPOBAHHE KOHTPOJLICPOB;
* MHOTOIIOJIb30BaTEeIbCKast padboTa;
* BOCCTAHOBJIEHHE T10CJIE COOEB.

* CJIOKHBIC AJITOPUTMBI ITPOXO/IA;  ® aBTOMATHYECKOE 3aJI€PKAHUE MIPOITYCKa;

* U3BSATHE PA30BBIX MPOIYCKOB; * MPOXOJ C COMTPOBOKIAKOIIUM

* KOHTPOJIb BPEMEHU IIEPBOTO * 100JIbHBIN KOHTPOJIb HOBTOPHOIO ITPOXO/A;
NpEAbSABICHUS IPOITYCKa; * IpeoOpa30BaHNE HOMEPOB KapT.
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AKAJIEMWA EEZOMNACHOCTH

OCHOBHbIe TOYKU nNpoxoaa:

- Knn (nopckon npoxoga,

npoesn);

TexHM4YecKue yCTPOMCTBA B TOUKAX NpoxoAaa:

- 3dMOK;,

- 3anacHowu Bbixoa/Bble3n;
- ABepb, KanuTka;
- BOpoOTa.

- TYPHUKET;
- wnar6aym;

- NpoTUBOTapaHHOe YCTPOMUCTBO;

- YCTPOMCTBO CHUXKEHUSI CKOPOCTM;

UHdopmaumoHHOe obecnevyeHmne ToUYeK npoxoaa

- cBeTtochop;

- OOPOXHbIN 3HAK;

- 3anpeLwalLmnmn 3HakK;

- 06 bABNEeHNe

- TeneKkamepa;

- OXpPaHHbIX u3BewaTenb.

TPAHCMOPTHbIN

CywHOCTb
NPOEKTUPOBaHUSA
COCTOUT B TOM, YYTOObI
BblOpaTb TeXHU4YECKYH
6asy (UTC3, TCO wu

UHpopMaLMOHHOe
obecneyeHue) n
pa3paboTtaTb cxemy
pasmMeLleHus ]
aneKTpuyeckue
coeAMHEHUA ANnA To4ek
aocTyna.

Bbi6op TEXHNYECKOMN

6a3bl npoBoAuTCA B
3aBMCUMOCTM OT Habopa
cuctem  Ge3onacHoOCTU

(npunoxeHue 1[2]).
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CAHKT-TIETEPEYPICKAS
AKAQEMWA BE3ONACHOCTH

TBK-4

TunoBoe o6opynoBaHue newexogHoro KM n.n. 109 — 127 MM 458

BHyTpeHHsAsA TeppuTOopus,
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CAHKT-TMIETEPBYPICKA

‘“‘“E“““m"“"“bpraﬂMsauvm AOCMOTpPAa aBTOTPaAHCMOPTA

LUenb: dopmupoBaHue eauHon
0a3bl AaHHbIX BKHO4YaloLWen:

AaTty n BpemMAa AOCMOTpPa

nHdopmMaumro o
TPaAHCNOPTHOM cpeAacTBe
(Homep, TMN ..)

nHdopmMaLuio o rpyse,
BoAuTene, nepeBo3vmnke

OaHHble HaKnagHou
¢oTo rpysa
BuAeo3annucb 4OCMOTpa

3pemeH|/|e Ha Bbe3[, BbIKITOYeHne
BUaeos3anuncu

AyauT (Bngeodukcauma) rpysa, KOHTPOSIb JOKYMEHTOB
(Ha TpaHCNOpPTHOE CpPeacTBO, BOOUTENS, rpya),
NHepopMmnpoBaHue gmcnertyepa

auna TpaHCNoOPTHOIo cpeacTsa, nonyvYyeHne paspelleHmnda Ha Bbe3 OT
PAHHWKA, BKITlOMEHUE BNOEO03ariucu coObITUn



MaeHanA npoxopHan

Nno Gate-Server

TypHukeTol Praktika-t-04-k
C KapTonpmemMHWUKoOM

APM agMuHWCcTpaTopa
KY,

cKyQ
1O Gate-Server-Terminal/

APM Gyxrantepun
Mo Gate-Terminal

KabuHeTbl

thernet

Cronosan
———

- 1485
Gate-USB/48

UsSB

Mo Gate-Dinner

APM Glopo nponyckoe
MO Gate-Terminal

MpoxogHan c aBToNpoe3goM

Gate-485/Ethemet

OB6ocobBneHHoe
noapaszaeneHue

[y
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AKAQEMWA BE3ONACHOCTH

BapuaHT peuw KYO Ha 000 oBaHuu Gate-

MoGuneHbIe
KNUEHTEI
CKvn

WEB knueHT CKYO

Knuent CKY/L, Gate-1P

= |

Cepeep CKYO
Gate-1P Full

HMuTepueT

SOAP, JSON [Komnneucuoe no
VYKAZ2-CB

W AP, NPWMAOHKEHWA:
ACHYT], 1C v T.Aa.

Cucrema SecnpoBOOHbBIX YnpaBneHne ncnonHuTenbH BIM MoGanvHBIA aurunaccﬁen\
aMKOE ycTponcTEamMmmnu
Gata-1P500
Gate-IG-L
L KOHTROMNSD
2 [2)
E 44
S |21}
=N EX
Bl O @ | el ettt el e
Y Y SR | e s R e e e
Bl = “San
Gate-1P500 E SoHa N? 6 SoHa Ne 5
PoE -
f-_._-_'.-\ : —_—
) SIoHa N2 4
D) = ot o
=] N
Gate-1PS00 =N L e
MR Sk [} e JoHa N2 2 N 3oHa NP3
T Ty & [l i v
& . 1
:ﬂj Cogreran - g |
:>> Bona N9
3 e Mpoxogeere
Gatle-1IPS00 =
= L sy eyl —
Gate-WHSAES
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OcobeHHoCcTM nepenayn aaHHbix B IP-CKY[:

 HotudumkaymoHHasi cxema paboThl
KOMMYyTaTopa.

 [lOCTOAHHbLIN KOHTPOMNb KaHaNoB CBSA3MN.
e 3aluTa NPOTOKOSIOB nepeaayvn AaHHbIX.

 Pe3epBupoBaHune nytTen nepenayu
OAHHbIX.

 llcnonb3oBaHue NpenMyLLIECTB CETEBLIX
npotokonos (DHCP, DNS).



CrpykTypas cxema CKY [l “WEB-odmc”
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CAHKT-TIETEPEVPICKAS PewieHue CKy MCE PYEE)K

AKAQEMWA BE3ONACHOCTH

Cuctema aBTOMaTU4eckoro Cuctema B3aumoaencTBus
ynpaBneHus C onepaTopom
BLIM uen.4 ®yHKUMOHaNbHbIE CUCTEMbI
il ob6bekTa «Odmc-aTax»

Cuctema noxapHomn
CUrHanu3aumm

(CKLIC-01)x2 APM onepartopa CucTema ynpaBneHus

bMelleHve «Tocta oxpaHbl Mometwenie «MoCTa OXpaHbl aBTOCTOSHKUY NHXEHEepPHbIM
3[aHus» obopyaoBaHuem

CKWy-02

RS-485

CucTema KOHTpONA 1 CucTtema 0XpaHHOro | ’
ynpaBneHns gocTyno TeneBuaeHUs

Bce nopobbekThl, kpome 3abopa 1 aBTOCTOSHKM . J CESTTEITLY
(YCK-Q2C)x3 Buneonnara 0XpaHHOro

Cucrema oxpaHHOM rrreral § PMBuzeo-16-50 OCBELLEHNS

CUTHanm3aumm . ' = o G Y «3abop», «ABTOCTOSHKAY

CKLLC-04 s B o (51 ABTOMaTMyecKas cucTeMa NOXapPOTYLLEHMS

Papuo6pernok |
RFS4-R

MpuémHyk ABTOMaTMeCKVe Bugeokamepbl

RR-1R pacnaluHble o
BopoTa «3abopy, «ABTOLTOSHKa» CKYM-01

Bce noﬂ,oﬁ'beKTbl, KpOMe aBTOCTOSAHKN rl «Toct OXPRHbI
CucTeMa TPeBOXHOM «110CT OXpaibl ABTOCTORHKI - aBToTpaHCopTay, «Moct

CUTrHanusauumn OXpaHb! 34gHUA»

CKUIC-01 lMomeluerme «locTa oxpaHbl aBTOCTOSHKMY,
. «Cknapckoe nomeLueHue Nel", Moaynu ra3osoro Mogynu nopoLukoBoro
«Cknapackoe nomeLueHune No2 NOXapOTYLLEHNS! MoXapoTyLIeHNs

«Cknapackoe nomelleHne No2»  «Cknagckoe nometigHne Nol»

MBI-1200
—
[Mometlenune «MocTa oxpaHbl 3aaHns», | I

|

lMomelueHme «MocTa oxpaHbl aBTOCTOSAHUKM» APM oneparopa ¢ | —————— &
M0 «AV-MoHuTop»

[NomeLlenne «MocTa oxpaHbl 3aaHns»,
[Momelenune «MocTa oxpaHbl aBTOCTOSHKIY WcTouHuk BecnepeboiiHoro
nuTaHUs
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AnnapaTtHbie un nporpammHbie cpeacTtBa UCB «Pybex»

ABTOMaTM3NpPOBaHHas cuctema npoesaa (TpaHCMOPTHbIN LLUM03)

npeaHasHa4vyeH Ons OCyLLeCTBNEeHUs aBTOMaTUYECKOro AocTyna (Bbesda 1 Bble3ga Ha aBTomobune) Ha
oxpaHsiemyto Tepputoputo. Ctpoutca Ha 6ase nporpammHoro obecneveHnsa Py6ex-08 n annapartHbIx
mogynen BLIM Py6ex-08 ncn.5 un koHtponnepa CK-01.

Anroputm paboTbl cneayrowmn:

1. ABTOMOOMNb CTAaHOBUTLCA Ha JIMHUIKO
Bbe3aa/Bble3na

2. BoauTtenb nogHoOCUT KapTOu4Ky K
cuyMTbIBaTento

3. NMpu Hannuum pgonycka n COCTOSAAHMA LINK3a
"CBobopeH", cucrema 3axuraet cBetoop Ha
NPOTUBOMOSIOXKHOW CTOPOHE KPAaCHbIM U
OTKpbIBaeT wnaréaym

Ha Bbe3a.

4. Ecnu cuctema AeTekTUpyeT Hanum4vuve
aBTOMOOMNA B WIO3€e U OTCYTCTBUE
npensaTCTBUNA ANS 3aKpbiBaHUA

Bbe3aHoro wnaréayma (aBTomoounb
NOSIHOCTbLIO Bbexarn U 3a HAM cnegom He
cneayeT Apyrov aBToMobunb), TO OH
3aKpblBaeTcs, U Bbe3gHou cBeTodop nepexoauTt
B PeXUM Bbe3[ 3arnpeLyeH.

5. Nocne 3akpbiBaHUA BbEe3QHOro Wiarébayma
OTKpbIBaeTcs wnarébaym Ha Bble3g, U cuctema
XAeT, NoKa aBTOMOOUIb NONTHOCTbLO NOKMHET
LUMH3.
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http://www.kaba-gsb.ru/products/orthos/images/orthos1.jpg
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